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Cisco IronPort
Unparalleled Market Leadership

= [ronPort funded in

Gartner 2000, acquired by
IronPort Positioned in the “Leaders” Cisco in 2007

Quadrant in Magic Quadrant Report
= 20,000+ customers

= IDC globally

_ » , = 400 million users
IronPort is positioned as a leading

player in the messaging security protected

appliance market = 40% of Fortune 100
companies

THE RADI(_:&TI GRroup, INC. - 8 Of the 1 O Iargest

service providers
Named IronPort the market share

leader in the email security appliance = 99%+ customer
market renewal rates
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Internet Threats




The new landscape
New motivations generate new threats

Maliciousness

Worms & Viruses

~ Financial
crime

Botnets, Trojans, &

\ _ | > Rootkits
" Fame & Glory p_——

|nnovation.ﬂ"-._ . | : VlSlbIllty
Criminal \ .

A&Ecosystey

Infections




Phishing is changing

™ Spear_ b Whallng

Phishing

DNS Cache Social Fortune 500
Poisoning Engineering Phishing

e Pharming l

= 1/3 of phishing sites host malware

= Average on-line time for a phishing
site: 3 days

Source : Anti-Phishing Working Group



What about TypoSquatting?

* Focus on heavy traffic sites
www.googkle.com

* Hackers register names close to
famous brands or sites

* |Invesrion of 1 letter

« Name variant
(micrpsoft)

« Orthografic Mistake www.wikipefia.org

WWW.mcrosoft.com

www.hotmial.com

» Creation of a similar site, downloading
malware on computers



Zombies are changing
The Storm network

*The world’s most important
botnet

1000 contaminated PCs rented $220 in
Germany

1000 contaminated PC in the USA $110
Rented per hour, with phone support available

=Self-expanding: Recruiting emails
& Spam S|

D ® 9
29 5 0 9

pam Engines l:anding pages._

=Coordinated: Synchronizes email |&iesssll -
Spa m Wlth We b Ia nd I ng pages B b e B ) by Ne et Tiarm. = e | Pina \ R A P

“Peer-to-Peer: Uses P2P network |
to communicate

2007 : Storm is born

2008 : Storm still active, joined by Kraken/Bobax & Asprox




Spam keeps growing...
And will keep on growing!
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2008 2005 2010 2011 2012

X2 in neXt 4 yearSl Worldwide Messages/Day (B] 210 247 294 349 419
) Worldwide Spam Traffic/Day (B) 164 139 238 286 347
Total Spam % 78% 80% 81% 82% 83%

Source: Radicati E-Mail Security Market 2008-2012



Threat vectors are changing

A
1000 E-Mail Vector
800
600 Malware

Infections
400

7
200 I I Web Vector _ -
 d
0 A -
2005 200006 2007 2008 - -
[as of 10/31) = =
Volume of Malware Successfully
Propagated via Email Attachments

alware pyware are
the hidden enemy




Two trendy techniques to spread threats

Exploited Websites _ o . .
===y = SIiMply visiting a legitimate site can
I - i = A infect a user

= |Frame attacks convert websites in
malware distribution platforms

= Accounts for 87 percent of all web-
: based threats today*

= Current content with broad
public interest

= Email sent to users with a
link to a malicious web-site

= Web-site is downloading a
malware on the user’s
computer

* Source: Cisco Threat Operations Center




Legitimate Sites Hacked

= Qver 87% of all Web-based threats today are using exploited
web sites™
= 9 out of 10 web sites vulnerable to attack™*

= A commonly used technique today: iFrame attacks
1. A legitimate site is hacked (iFrame added on a page)
2. The user is re-directed by the iFrame towards an infected website

3. A malware is automatically downloaded on the desktop by
exploiting a vulnerability of the web browser

= Cannot be secured with legacy URL filtering solutions

W §

00 d‘a\

*Source: Cisco TOC
**Source: White Hat Security, Website Sec Statistics Report 10/2007



Exploited Website Example

= The user simply connects to
the “Business Week”
homepage

= He can look at the page, but
at the same time he is
redirected towards a
malicious website

= A malware is downloaded
from the malicious site

= Not stopped by traditional
URL filtering solutions
(category : news)
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Social Engineering Example
Malware campaign using Obama’s victory

& Obama win sets stage for showdown EEE

e Edt Ve Tods Messspe b #f = Users receive an email inviting
Rg[;:y Re?I:AII Fo:vs;rd Pk;lf;ﬂt Dg;e J \J Addr:els them to WatCh PreSident-eleCt
sl Barack Obama's victory speech

To: riore
Subject: Chama win sets stage for showdown

= Links users to a government
themed botsite

Barack Obama Elected 44th President of United States

Barack Obama, unknown to most Amencans just four years ago, will become the d4dth
president and the first Affican- American president of the United States.
TWatch His amanng speech at NMovember 51

= Subject Line Examples:

- Election Results Winner

Proceed to the election results news page==

2008 American Governtent Official Website
Thus site delivers information about current 7.3, Forelgn (Nlicy and about Amencan ife and

culture. - The New President’s Cabinet?

Malicious URLs



Social Engineering Example
Malware campaign using Obama’s victory

Editions: Espafiol | Frangas | o | yugll | B | e U.S. DERKRTMINT 07 STATE

Todmas lodh beb

e
Hatory

e Bt Yew
c 0| ([ T fcomsercht o pemivtoin i deign bttty cimisimod Fodmremate i L1 =] K31 ;

Ameri ca.gov EntreSite v| |seaRch s

Telling America’s Story

@) America.gov —
Tulig Asiaroi’s oiy Foreign Policy - U.S. Politics - American Life - Demoeracy - Science & Health - World Regions +  Multimedia ~ Publications -

IN THE HEADLINES %
Work Begins for Next President +0m,
Barack Obama will not take the oath of office until 2
January, but work begins immediately as outgoing
and incoming administrations work together for a
smooth transition.

Look Amazing Speech of New President

Opaning adebs_flaahd.exs

Voot P s 12 openy

=7 adobe_flashiexe
whichiis By i
fron: _seprtud s iremite KSymectics veosridimal com

Wocdd o B i v i 1847

Voters Are Younger, More Diverse
The U.S. electorate is younger, better educated
and more diverse than when the nation first
elected President Bush in 2000, and that was
seen in results of the 2008 elections.

2008 Elections,
Witnessing History

See how Americans
celebrated Barack Obama's
presidential win.

Barack Obama Elected 44th President of
United States

Bar a, unkne

Rice: Sustaining Momentum  view Latest Listing »
for Middle East Peace

Secretary Condoleezza Rice arrives in Tel Aviv

POPULAR TOPICS

to meet with Israeli and Palestinian U.S. Elections SRRSO R L NaE 8

negotiators, With elections in Israel on Wil President-elect Barack Obama will

February 10, 2009, and a new US. not take office until January 2009, S Lt your voice be heard.
L i administration beginning i Win a trp to the United
arer beth says It is important to mai States.
Totalinen e 43 and support for negotiatio

Enter here.
lwlk

= Users prompted to install an Adobe Flash Player update, which is
actually data-stealing malware

= Steals screen shots, passwords and sends to a web server located in
Kiev, Ukraine

= Not stopped by traditional URL filtering (Category : government)



Increasing Enterprise Web Traffic

Port 80 & 443 usage has changed

-
Coliaborati

Cisco

webex

on

-F“\\ -

/ .
information

EWN.com
=

BusinessWeek

SaaS

E
E
[
E
=

I_> = Growing business

web usage

I_> = Growing tunneled

apps usage

= How do you check
attached files inside
Webmail? Inside IM?



Cisco Security :
Securing the

Borderless
Networks
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Cisco Security Intelligence Operations

Global Cisco Threat Global
Threat > i Threat ——
Telemetry Operations Center Telemetry
.
Cisco & ™ e

Branch Office Coffee-Shop —_

=

Appliance Security Module Hybrid Hosted Security-Software

Security in every location

Security in every form factor




Cisco Global Threat Correlation

Cisco Threat

Operations Center

Global Threat Global Threat
Telemetry K&—/—é/ \g/ _ Telemetry
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Dynamic Updates and
Actionable Intelligence

+|ﬁ+ |

Intrusion Email Security Web Security System
Prevention Appliances Appliances Administrators
Solution




-
Cisco IronPort SensorBase

Threat Operations Console

» Statistics on more than 30% of
the world’s e-maiil traffic

* New threats & alerts detection

* More than 150 parameters to build
reputation scores

Dashboard Security Network Threatcgﬁgrations Security Updates

« Data Volume
* Message Structure E-Mail Reputation Filters
° Comp/alnts 0....0000000000000000........0.0.0.0> RGPUtatIon Score

* Blacklists, whitelists
* Off-line data

N

* URL blacklists & whitelists
* HTML Content

» Domain Info

* Known “bad” URLs

* Website history... )

Web Reputation Filters _
tesecscsscsscsscssssscsssscsssssssssp REPUtation Score




Email Security




Email Security Architecture
Cisco lronPort C-Series

/‘
INBOUND Spam Vil’US
SECURITY

Defense Defense

\—

MAIL TRANSFER CISCO IRONPORT ASYNCOS™
AGENT EMAIL PLATFORM
/‘

Data Loss Secure

OUTBOUND . .
CONTROL Prevention Messaging

Management



Anti-Spam Defense
Muilti-layer architecture

Very positive score:
messages are delivered

SenderBase

IronPort Anti-Spam
Reputation Filtering
i\—?‘ fWho?  How?
NS

| Verdict

~—
~-

What?

>

=

Very negative score:

> 99% Catch Rate
TCP connection is

<1in 1 million

S

rejected False Positives
Lo
S SN T SN b "N
- S S N = . e
- w v - T



SenderBase Reputation Filtering
The Cisco Example

Message Category Messages
Stopped by Reputation Filtering 93.1% 700,876,217
Stopped as Invalid recipients 0.3% 2,280,104
Spam Detected 2.5% 18,617,700
Virus Detected 0.3% 2,144,793
Stopped by Content Filter 0.6% 4,878,312

Total Threat Messages: 96.8% 728,797,126
Clean Messages 3.2% 24,102,874

Total Attempted Messages: 752,900,000




Anti-Virus Defense
Multi-layer architecture

Zero Hour Virus and
Malware Detection

Complementary
Anti-Virus Engines

Virus Outbreak Filters Advantage (on 1 year)
Average lead time..............................over 13 hours
Outbreaks blocked ...........................291 outbreaks
Total incremental protection................ over 157 days



Virus Outbreak Filters
Targeted FedEx Delivery Trojan (August 15, 2008)

= Email subject: “FedEx Postal Service [tracking#]”
= Numerous mutations, similar to UPS attacks in previous month

= Attachment installed Trojan letting remote hackers control infected PC

e —

= VOF Protection Starts - First AV
: 08/15 21:28 Signature -

08/17 13:58

Virus Volume

_‘IIIIIIIII
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16:00 20:00 0:00 4:00 8:00 12.00 16:00 20:00 0:00 4:00 8:00 12:00 16:00
Time (GMT)

T



Data Loss Prevention

Integrated scanning & remediation engine

Scanning Remediation

Dictionnaries — P

7

<174

/

49

Filters

Quarantine

e A

{

l||—-.‘|l

47/

= Smart Identifiers: (@) | gnable smart Identifiers Weight Encryption
Credit Card Mumbers
Smart Identifiers Sosial Sssurity Humbsrs

ABA Routing Nurnbers

Scanning : pre-defined filters (SOX, HIPAA, etc.), compliance dictionaries, automatic
tracking of credit card numbers, etc.

Multiple remediation actions: quarantine, drop, bounce, BCC, strip content, encrypt



Cisco IronPort E-Mail Encryption

Easy for the sender...

~ Message pushed
é o Gateway encrypts message to Recipient

&

User opens IronPort
PXE in browser

3

\

o

.

j— | L
/
Key =l __
Stored | - \ Decrypted
l\\ - - // \ message
\ // /"" \|\ displayed

User authenticates &
gets message key

Cisco Registered Envelope Service 7 e —




Flexible Deployment Options

Same Market-Leading Email Security

Cisco Security
Operations Center

IN THE
NETWORK

Security

CUSTOMER
PREMISE

HM’&HI

: ADTH
Security Security ppliances

Common Policy | Centralized Reporting | Consistent Protection



Web Security




Web Business Challenges

Malware

Global Malware Infection Rate (est)

9.0%
8.0% |
7.0% |
6.0% |
5.0%
4.0% |
21.0% |

Data Loss i |

TD Ameritrade Breach
Affects 6.3M Customers

Brokerage firm uncovers data-sucking malware during

systt T
Advertise Jobs
SEPTENL WEEK wnalysis  Comment

ByTw o
Site E,.-___'._..__._ HeLisE _". ._;'__-

wawa SMmart malware steals from SSL

name:  stregams
milliar

.15 nothing safe?

% of PCs Infected

Acceptable
Use Violations

40% Productivity Loss*

due to personal web use at work

Legal and Regulatory Risk

of offensive content brought into the workplace

lain Thomson, vounet.cor, 22 May 2007



Cisco IronPort S-Series
A Powerful, Secure Web Gateway Solution

Management and Reporting

Acceptable Use Malware
Policy Defense

AsyncOS for Web

Data Security




Acceptable Use Enforcement
Visibility and Control for the Web and Web Applications

Management and Reporting

Acceptable Malware
Use Policy Defense

AsyncOS for Web

= Enterprise-class URL filtering

Data Security

= Applications and object filtering



IronPort URL Filters

Comprehensive Management and Visibility

Access Policies: URL Categories: Global Policy

= Enterprise-class database
—52 categories

These URL Categoriss are defined as group membership criteria. All other categories ars not spplicable for this policy.

rm(?) | Block
=) L2 (=]

Select all | Select all | Select all

-Base
©

—Over 21 million sites, ~3.5 billion
webpages

= 24 x 7 monitoring, regular &
automated updates

= Flexible policy management
—Per user, per group policies

—Multiple actions, including
block, warn and monitor

—Time-based policies

—Custom categories and notifications
—Guest Policies



Web Application Control

Native control for HTTP, HTTP(s), FTP applications

Selective decryption of SSL traffic for security and policy

Policy enforcement for applications tunneled over HTTP—
FTP, IM, video

Web Obijects filtering (by size or type)

Cisco N
\N(}bex L QlAMNOT @ | ﬁ)me ftp://ftp.funet.fi/pub/

Google .
Linked ). 2010 Y“"

Work. Online




Malware Defense
Multiple layers for Anti-Malware Protection

Management and Reporting

Acceptable Use W EWEE
Policy Defense

AsyncOS for Web

= Network layer Traffic Monitor
= Web Reputation Filters
= Signhature-based scanning (DVS Engine)

Data Security




Multi-Layered Malware Defense
Protection Against Today’s Threats

' : Dynamic Vectoring
Layﬁnroérl“:[l;rra i i Eﬁgrstatlon and Streaming
Engine

! ! !

= Blocks malware

= Detects = Blocks 70 o
malicious percent of Egﬁteedn’?g ndaeles?is 8 e
botnet traffic known and y ]

signatures
across all ports unknown 9

malware traffic
at connection
time



Web Reputation Filtering

Requested
URLs

— Known good sites
aren’t scanned

SensorBase
Web Reputation
Filtering

Suspicious
Score

Known bad sites
‘ are blocked

DVS Engine

SSL Decryption

Anti-Malware &
Anti-Virus
Scanning




Cisco IronPort DVS Engine

Dynamic Vectoring and Streaming

= Decrypt and scan SSL
traffic

—SG'GCtiVGly, based on Adware Spyware Trojans Worms Viruses
category and reputation

: : Yeq
= Multiple integrated %o

verdict engines
—McAfee and Webroot

= Accelerated signature ~35% additional coverage
scanning

—Parallel scans

—Stream scanning



Stream scanning

4 4
Scan Latency Scan ) Latency

: Progress

DETERMINE : DETERMINE .
¥YERDICT : YERDICT .

Progress

INSPECT E BUFFER DBIECT
OBIECT : : TO END USER

WRITE OBJECT . START INSPECTING
TO DISK : DBIECT

RECEI¥E

ENMTIRE OBIECT START RECEI¥IMNG

OBJECT

Time Time

« Given the real-time nature of HTTP (...) & HTTPS protocols and their
data streams, more sophisticated real-time scanning capabilities are
needed to ensure that traffic within these Web-based paths remain free
from successful attacks through these vectors » IDC




Complete Data Security
Simplicity and Choice

Management and Reporting

Acceptable Use Malware
Policy Defense

AsyncOS for Web

= Simple on-box data security

Data Security

= Advanced off-box data security



- 000000_00000000_]
Data Security

On-box Common Sense Security

= Metadata inspection

—Including file type, size, name.

= Allow, block, log

—Metadata combined with userlD, category and reputation of the
destination

= Multi-protocol

—HTTP(s), FTP, HTTP tunneled
www.mypartner.com @

‘ ‘ ‘ ‘ IE Allow, Block, Log .
SN IY = '
Users ?

www.malwarrior.com e



Common Sense Policies
Simple Approach for Avoiding Web Data Breaches

John Smith, John Smith, Jane Doe,
Finance Finance Sales
FiscalPlan.xls FiscalPlan.xls CustomerList.doc
Webmail.com Taxfirm.com Personal-site.com,

-9 Reputation score

HTTPS HTTPS
(Encrypted) (Encrypted)

Verdict x ¢ x

FTP




Quick Facts




3 questions & competitive advantages

Email
= Do you have problems with = High-Performance Mail
your current anti-spam Transfer Agent
solution? _ More si .
ore simultaneous connections
—False positives, capture rate, managed
performance issues —Advanced features included

= Sensorbase Email Rep filters

= Are you protected against Best reputation datab th
g ) , . — Best reputation database on the
zero-day” attacks (new viruses market. Stops 90% of messages at

with no signatures known yet)? connection level

« How do you secure your = High efficiency with no worries

outbound messages? — High Capture Rate
—Content scanning? — Automatic, policy-based data
security
—Encryption?

— Almost no administration needed



Competition / Email

Competitors Weaknesses
= Secure Computing (McAfee) = Secure Computing
—Low prices —Weak Reputation catch rate, poor

performance, poor support

= Proofpoint

~Good technology with lower * Proofpoint

prices —Reputation database with no
history

= Barracuda

. = Barracuda
—Extremely low prices

—SMB target —Poor anti-spam catch rate

—Poor performance & support




3 questions & competitive advantages

= How do you prevent users
to go to infected websites?

—URL Filters not a secure
solution against new threats

= How do you enforce
Acceptable Use Policies for
Internet access?

—Site categories/Applications
= Do you have malware

defense on the web
gateway?

—With no latency? Multi-
protocols, including SSL?

Web

= Integrated solution

— 1 box for acceptable use
policies, malware defense,
and data security

= Sensorbase Web Rep
filters

— Best reputation database.
Stop 70% of threats at
connection level.

= Cisco IronPort’'s DVS
Engine
— Selective SSL decryption
— Multi-database

— Stream scanning technology



Competition / Web

Competitors
= BlueCoat

—Large installed-base
—High-level proxy

—High number of security OEM
partners

= Websense
—Large installed-base
—URL Filters

= Secure Computing (McAfee)
—Low price

—Multi-protocol scanning

Weaknesses
= Blue Coat

—AV scanning needs a second box
—Only 1 database can be used

—Low-performance SSL decryption

= \Websense

—No Reputation (URL category
Black list only)

—No scanning engine/ advanced
security features

= Secure Computing (McAfee)

—Old e-mail centric reputation
database

—Poor performance & support
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